Tor Browser Explaination on Mac Os Leon 10.7 



https://shamikhl.info/vb/showthread.php?t=161735 








AJil £Jb 4JJL JIaluij .. {Jj&\ hti\ Jaij jifiLuiVI 4Jj-J e£lft) '-^ "^Ji 2448 ^" 


<&l Lajpl *!>Lo)fl rj*-i aSwi Jajljj 




| 2J^\ >V« ^jM | 2>M! luljll | jLLdl j-Af.il lajljll | jAfJl IsjIjJI | 2 v-Sjll Iwljil | jL^\ ^-SjM Juljil | ^-M tyjM 






jj **" *'! 



Tor Browser Explaination on Mac Os Leon 10.7 Linux l>^ J^sl! <^5 j JL-a5yi i>' ls^- ^jJsll ^-ill ti^iuJi ^ 

Tor Browser Explaination on Mac Os Leon 10.7 :£^^joJI 



Ajlijll tllljLi. 


p t-Jajjjjl I.1A a 1 IJJ 


g-jiiajAll ^a dj=»j 


■ 1 1 :-.! j /. 1 1 Sjtaj 


pj*iaj>ij| dlljJl 






#1 










15-05-2012 


7,576 


IdilSjLjLftH 








jjJaSJl (JjjLjC bl 

(jjiilil ■inlill uSljA 


Tor Browser Explaination on Mac Os Leon 10.7 



tor browser on Mac OS 






jjSli gSj* J& Ji^j 




lof43 



26/6/2013 08:11 r 



Tor Browser Explaination on Mac Os Leon 10.7 



https://shamikhl.info/vb/showthread.php?t=161735 



£u 64 4i-uu J ^ 32 4i»uJ jllLuJ dUA Ja.jj 



^jlSfl ^Ulafrl o-iSp lib j jj ALxJaj Cjj 32 fUaJ 



JjjIVI ^C- AjjA SjjLa <Lla*j Ua 



Tor Browser Bundle for Mac 

Version 2.2.35-12- OS X 



ry 







Everything you need to safely browse the Internet. This package 
requires no installation. Just extract it and run. Learn more » 



Not Using Mac? Download for Windows or Linux 



BROWSER 
BUNDLE 
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Tor Browser Bundle for 64-Bit Mac 



Vferaftm 2.5.35- 12-OSX (64-Biii 




Everything you need to safely browse the Internet. This package 
requires no installation. Just extract it and run. Learn more » 



Not Using Mac? Download for Windows or Linux 



BROWSER 
BUNDLE 
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Tor Browser Bundle for Mac 






Version 2.2.35-12- OS X 




Everything you need to safely browse the Internet. This package 
requires no installation. Just extract it and run. Learn more » 



Not Using Mac? Download for Windows or Linux 



BROWSER 
BUNDLE 



(sig l iwars Tfiff? English 



Tor Browser Bundle for 64-Bit Mac 



Version 2.2.35- 12-OSX (64-811/ 



Everything you need to safely browse the Internet. This package 
requires no installation. Just extract it and run. Learn more » 



Not Using Mac? Download for Windows or Linux 




BROWSER 
BUNDLE 



Download 
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o o 



Downloads 



TorBrowser en-US 




1 Download 



A user-friendly way of deploying 



eon 




jjSII J^ : A^siili a±j*1\ 



6 





TorBrowse. 



"TorBrowser_en-US" is an application 
downloaded from the Internet. Are you sure you 
want to open it? 

5afari downloaded this file today at 14:5 7 from 
www.torproject.org. 
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© ( i Vidalia Control Panel 








Status 
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Loading network status 

■ 
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Vidalia Shortcuts 






J Stop Tor Setup Relaying 

£%> ft 

H View the Network Use a Mew Identity 


D, Bandwidth Graph id Help 
|§|J Message Log ^Settings 


Q About 

QExit 








@ Show this window on startup 


Hide 









BOO 



. Vidalia Control Panel 



Status. 




Vidalia Shortcuts 



® 




Stop Tor 



Setup Relaying 



View the Network 



X 



Use a New Identity 



B. Bandwidth Graph €fr Help O About 

| = | Message Log /^Settings ^jj Exit 



M Show this window on startup 



Hide 



A 
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Stop Tor 

Bandwidth Graph 
Message Log 

Network Map 
New Identity 




Hide Others 
Force Quit 




\A\±&\ 4$a!j <> setting jj J* -k*^ 



s o o 



j Vidalia Control Panel 



Sraais 



Connected to the Tor network! 



Vidali-a Shortcuts 



® 





Stop Tor 



View the Network 



Setup Relaying 



JL 



Use a New Identity 



H, Bandwidth Graph W Help (f About 

J|J Message Log s Jiangs jfcjExit 






l^f Show this window on startup 



Hide 
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e o o 



Settings 




Network Sharing Services Appearance Advanced Help 



Tor 



Start the Tor software when Vidalia starts 

../../Contents/MacGS/tor 



Browse 



Proxy Application (optional) 




D Start a proxy application when Tor starts 




Proxy Application Arguments: 


Browse 











Cancel OK 



A 



e o o 



Settings 



General 



m 



*<** 



Sharing Services Appearance Advanced 



Help 



J I use a proxy to access the Int ernet^ 

Q My firpwal| ffnl ,■ li urmnnpft to certain ports 

® W ISP blocks connections to the Tor network 



Uft £La^ * vOl 



Add a Bridge: 



l+l 

H 



Find Bridges Now How else can I find bridges? 



Cancel 



OK 



A. 



<^±iHJ& ^^ J* J*^ 



:*»* 



https://bridges.torproject.org/ 
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Here are your bridge relays: 

bridge 212.30.195.50:9001 
bridge 209.176.111.39:993 
bridge 217.150.231.35:443 






Bridge relays (or "bridges" for short) are Tor relays that aren't listed in the main directory. Since there is no 
complete public list of them, even if your ISP is filtering connections to all the known Tor relays, they probably won't 
be able to block all the bridges. 



AIAjoA] *f*ljll Jh l fij « hi j ^UjjjJI £u-oj 



bridge 85.170.53.34:900] 

bridge 74 . Ill . 192 . 186 : 9f~ 

bridge 174.61.145.26:44. Se | ect A || 



Copy 



Bridge rdays {or "bridges" f. search Startpage for "85.170.53.34:90 ..." 
is filtering connections to all view Selection Source 



To use the above lines, go to Inspect Element 
one at a time. & NoScript 



BOO Settings 


x id 

General | Network 


Sharing Services Appearance Advanced 


Help 




_| 1 use a proxy to access the Internet 
J My firewall only lets me connect to certain ports 
|§ My ISP blocks connections to the Tor network 










Add a Bridge: 




IjlI 














Undo SZ 

Redo tittZ 


















Cut 
Copy 


3£X 


mm^m. 


\) 


Select All 


SA 


Insert Unicode control character 


► 










Find Brieves Now How else can 1 find bridges? 
























Cancel 


OK 


| 
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Settings 



X 1 9 i T t 



General 



Network 



_ . 



Sharing Services Appearance Advanced 



Help 



J I use a proxy to access the Internet 
_i My firewall only Jets me connect to certain ports 
My ISP blocks connections to the Tor network 






Add a Bridge: 



85.170. 



5334:9001 



Find Bridges Now How else can I find bridges? 



© O O 



Settings 



General 



Network 



♦ •• 



h 



Sharing Services Appearance Advanced 



e 



Help 



l_l I use a proxy to access the Internet 
J My firewall only lets me connect to certain ports 
fg My ISP blocks connections to the Tor network 



Add a Bridge: 



c 



Find Bridges Now How else can I find bridges? 



* • 1 .2 



Cancel OK 



A 



85.170. 53.34:9001 









m 
s 



Cancel OK 



A 
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••• 



General 



Network 



'•* F ^ 



% V 



Sharing Services Appearance Advanced 



Help 



[_l I use a proxy to access the Internet 

J My firewall only lets Check if your local network requires a proxy to access the Internet 
® My ISP blocks connections to the Tor network 



Add a Bridge: 



1+ 



85.170.53.34:9001 

74.111,192.186:9001 
174,61,145.26:443 











H 



Find Bridges Now How else can I find bridges? 



Ca 



r>cel 



OK 



-v. . 



e o o 



Settings 



%, 



• •♦ 



r r m 



General Network Sharing Services Appearance Adv 



Tor Control 




e 



Help 



(♦) Use TCP connection (ControlPort) 
M Configure ControlPort automatically 
i Use Unix domain socket (Control Socket) 



Path: 



Browse 



Authentication: | Password 
Tor Configuration File 



M Randomly Generate 







../../ Li brary/Vidalia/torrc 


Browse 




Edit current torrc NOTE: this will edit the currently loaded torrc 



Data Directory 



./../Contents/Resources /Data/Tor 



Browse 



Cancel 



OK 



rf. 
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e o o 



settings 



%, 



General Network Sharing Services Appearance 



Advanced 



Help 



Tor Control 



(J) Use TCP connection (ControlPort) 
Configure ControlPort automatically 
■ Use Unix domain socket (ControlSocket) 
Path: 


r 


/ Browse 

Randomly Generate 


Authentication: | Password % 





Tor Configuration File 






../■■/ Li brary/Vidalia/torrc 


Browse 




Edit current torrc NOTE: this will edit the currently loaded torrc 





Data Directory 



./../Contents/Resources /Data/Tor 



Browse 



Cancel OK 



^mi *f*|jl| e^ufi 



e o o 



Settings 



^ k 



#•♦ 



f h B 



General Network Sharing Services Appearance 



Tor Control 



,>V 



Advanced 



8 

Help 



(♦) Use TCP connection (ControlPort) 
® Configure ControlPort automatically 
) Use Unix domain socket (Control Socket) 



Path: 



Browse 



Authentication: I Password 



J Randomly Generate 



Tor Configuration File 






../../ Li brary/Vidalia/torrc 


Browse 




Edit current torrc NOTE: this will edit the currently loaded torrc 





Data Directory 



./../Contents/Resources /Data/Tor 



Browse 



Cancel OK 



A 
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Settings 



General Network Sharing Services Appearance 



■/•V 



Advanced 




Tor Control 



t&£& A* 4*l£ uuSj 






U* 



Path: 



Authentication: Password 



(*) Use TCP connection {ControiPort) 

M Configure ControiPort automatic ally 

■ ■ Use Unix domain socket (Contra I Socket) / 

i * 



<—i\bt*£* Jm'. T » 



Browse 
Randomly Generate 



Tor Configuration File 



./../Library/Vidalia/torrc 



Browse 



Edit current tor re NOTE: this will edit the currently loaded torrc 



Data Directory 











../.. /Contents/Resources /Data/Tor 


Browse 







Cancel OK 



.8 O O 



Settings 



T h° kJ 



General Network Sharing Services Appearance 



Tor Control 



Advanced 



Help 



(♦) Use TCP connection (ControiPort) 
M Configure ControiPort automatically 
■ i Use Unix domain socket (Contra I Socket) 



Path: 



Browse 



Authentication: | Password ; |mmm>mimihm> |i_I Randomly Generate 



Tor Configuration File 



./../Library/Vidalia/torrc 



Edit current torrc NOTE: this will edit the currently loaded torrc 



Browse 



Data Directory 



./../Contents/Resources /Data/Tor 



Browse 



Cancel 



A 



A 
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6^Q j Vidalia Control Panel 



Status 



I 



Connected to the Tor network! 



Vidalia Shortcuts 




Stop Tor 



View the Network 



Setup Re laving 



A 



Use a New Identity 



Bandwidth Graph & Help O About 

Message Log / Settings ^3 Exit 



M Show this window on startup 



Stop Tor 



Hide 1 



A. 



BOO » Vidalia Control Panel 




Status 

Tor is not running 






Vidalia Shortcuts 






1 ^IJL^tTor Setup Relaying 

■v4B|View the Network Use a New Identity 




H. Bandwidth Graph O Help ^p About 
| = | Message Log /^Settings ^jExit 










M Show this window on startup Hide 




Vi 


=w log message history 


A 



qjSsZ1\ aa*c jusiuiV torrc <-&■ J\ 4*j^ j jS& 6* ^jj^h ?j& 
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eoo 



t Vidalia Control Panel 



Status 



S\ Connected to the Tor network! 



Vidalia Shortcuts 



® 
9 



Stop Tor 



View the Network 



X 



Setup Relaving 
Use a New Identity 



B. Bandwidth Graph vjl Help %$ About 

|_f|J Message Log ^^Settings ! 



M Show this window on startup Hide 



Make subsequent connections appear new 



?o^i £#\j torrc <-&* > u :qm 



jjti\ £j\i\&\j cjUjjj^j oj^ ^j jj^ ^^» f^l > torrc til* :£ 



:*»* 



\TorBrowser_en-US.app\Library\Vidalia 





V 



ion tents 



LICENSE 



README- 
TorBrowserBundle 







Jl 



Application 
Support 




■ 



" 



torrc.orig.l 



vidalia.conf 



vidalia.pid 
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□ 



~ 



~ 



7 

Open 


fidalia.conf 


Open With ► 


♦ TextEd^fe 


Move to Trash 


M Cor sole' 


Get Info 

Compress "torrc" 
Burn "torrc" to Disc... 
Duplicate 
Make Alias 
Quick Look 'torrc" 


£5 Safari 

TorBrowser 

App Store. . 
Other.. 




Copy "'torrc 11 

Clean Up Selection 
Show View Options 

Label: 





jiauiil ) JA cii^j ajIJ 



:^ 



UpdateBridgesFromAuthority 1 



AJUil jj^l\ J us 



BOO u torrc 

# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to tgirc.orig_.l or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 85.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

ControlPort 915l| 

Contro IPortWr iteToFi le . ./ . . /Contents/Resources/Data/ Jor/port_.cpnf_ 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati sties 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/geoip 

HashedContro I Password 16 : 2F7B5E45553334D860D838BB^26A198B33EA3A25ra 

Log notice stdout 

SocksListenAddress 127.8.0.1 

SocksPort 9150 

UpdateBridgesFromAuthority 1 

UseBridges 1 



Locked 
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Format Window Help 



'idaiia 



Redo 



osz 



Cut 3SX 

Copy 3SC 

Paste ffiV 

Paste and Match Style \Q»tV 



© O O 



_i torrc 



Complete! 
Select All 

Insert 
Add Link, 



SA 



3SK 



Find 

Spelling and Grammar 

Substitutions 

Transformations 

Speech 

Special Characters... 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc .or^.^ or similar, and Jor will ignore it 

AvoidDiskWrites 1 

Bridge 85.178.53.34:9631 

Bridge 74.111.192.186:9381 

Bridge 174.61.145.26:443 

ControlPort 9151 

ControLPortWriteToFi le . ./. ./Contents/Resources/Data/Tor/port .conf 

DataC'irectory . ./. ./Contents/Resources/Data/Tor 

DirRegStatistics 8 

GeoIPFi le . ./ . ./Contents/Resoui ces/Data/Tor/aeoip 

HashedContro [Password 16:2F7BEE45553334[>868D838BB26A198B38EA3A25FCBCEeF28ei8B7[>eB19 

Log notice stdout 

SocksListenAddress 127.3.8.1 

SocksPort 9058 

UpdateBridgesFromAuthority 1 

UseBridges 1 



TffiT 



^oo 



torrc 



Locked t 



4 



The file "torrc" is in the "Downloads" folder 
which is not intended for editing. 

Your changes will be automatically saved if you unlock, or 
you can make a duplicate to work from. 



Ufir 



Cancel 



Duplicate 



# This fi 

# The old 

AvoidDisk 

Bridge 85; 

Bridge 74 

Bridge 17 

ControLPo 

ControLPo 

DataDirec 

DirRegStatistics 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/geoip 

HashedContro L Password 16 : 2F7B5E45553334D860DS38BB26A1?^ 

Log notice stdout 

SocksListenAddress 127.0.0.1 

SocksPort 9050 

UseBridges 1 



9 O O 



; torrc 



Edited 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc .oHg^ or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 85.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

ControlPort 9151 

Contro LPortWriteToFi le . ./ . ./Contents/Resources/Data/Jor/port j;onf_ 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati sties 

Geo I PF i I e . . / . . /Contents/Resour ces/Data/Tor/geo i p 

HashedContro I Password 16 : 2F7B5E45553334D860D833BB26A193J38EA3A25FCBCE0F2801 

Log notice stdout 

SocksListenAddress 127.0.0.1 

SocksPort 9050 

UseBridges 1 



jIoujVI a^A 4£Luab ajjaj 



:*»* 



StrictNodes 1 
ExcludeNodes {IL},{DE} 
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CircuiiBuitcnimeouT 1zb 



jky&l oJA jl 



:*»* 



StrictNodes 1 

fx X ^» 
CircuitBuildTimeout12b 



U\z\ jj^l\ J us 



© o o 



_ torrc 



Edited 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc. orig.l or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 85.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

Control Port 9151 

ControlPortWriteToFi le . ./. ./Contents/Resources/Data/Tor/port.cpnf 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati sties 

GeoIPFi le . ./. ./Contents/Resources/Data/Tor/geoip 

HashedContro I Password 16:2F7B5E45553334D860D838BB26A198B38EA3A25FCBK 

Log notice stdout 

SocksListen Address 127.0.0.1 

SocksPort 9050 

UseBridges 1 



Cut 
Copy 




Font 

Spelling and Grammar 

Substitutions 
Transformations 
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©GO 



torrc 



Edited ▼ ■ 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc. orig_._l or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 35.170.53.34:9001 

Bridge 74.111.192.136:9001 

Bridge 174.61.145.26:443 

Control Port 9151 

Contro IPortWr iteToFi Le . ./ . ./Contents/Resources/Data/Tor/port^.conf^ 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati_stics_ 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/aeoip 

HashedContro I Password 16 : 2F7B5E45553334D860D838BB26A198B38EA3A25FCBCE0F2801 

Log notice stdout 

SocksL i sten Address 127.0.0.1 

SocksPort 9050 

UseBridges 1 



StrictNodes 1 

ExcludeNodes {IL} 
ExcludeExitNodes {US},{DE} 

CircuitBuildTimeout 120 



ja* ul\ \2& jjjxL aj^j 



:*»* 



SocksPort 9050 



<A 



:*»* 



SocksPort 9150 



um jj^i) J us 



j © o o 



j torrc 



Edited t 



^# This file was generated by Tor; if you edit it, comments will not be preserved 
# The old torrc file was renamed to torrc ■oruj.-l or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 35.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

Contro I Port 9151 

Contro I PortWriteToFi le . ./ . ./Contents/Resources/Data/Jor/port_.conf_ 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati sties 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/cjeoip^ 

HashedContro I Password 16 : 2F7B5E45553334D860D333BB26A198B38EA3A25FCBCE0F28018B^ 

Log notice stdout 

SocksL i sten Address 127.0.0.1 



SocksPort 9050 



UseBridges 1 
StrictNodes 1 

ExcludeNodes {IL} 
ExcludeExitNodes {US},{DE} 

CircuitBuildTimeout 120 
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torrc 



Edited 



tj^bjil KA J J 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc .orj^l^ or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 35.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

Control Port 9151 

Contro IPortWriteToFi le . ./ . ./Contents/Resources/Data/Jor/port_.conf_ 

DataD i rectory . . / . . /Contents/Resources/Data/Tor 

DirReqStati sties 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/cjeoip 

HashedContro I Password 16 : 2F7B5E45553334DS60DS38BB26A198B38E^ 

Log notice stdout 

SocksL i sten Address 127.0.0.1 



BocksPort 9159 



UseBridges 1 
StrictNodes 1 

ExcludeNodes {ILj- 
ExcludeExitNodes {US},{DE} 

CircuitBuildTimeout 120 



jSLjjuII iaiaJ f l^VI &■ J 



Edit Format Window Help 



New 
Open. . 
Open Recent 




tor browser bundle explain - j.iU-5" Lr-^~&+i- 
e O O 



Edited ■ 



Close All 



Duplicate f_J 
Export As PDT.. 

Revert to Saved 




Attach Files... 


3SA 


Show Properties 


TffiP 


Page Setup . 
Print... 


03SP 
ffiP 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc .oHcul T or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 35.170.53.34:9001 

Bridge 74.111.192.186:9001 

Bridge 174.61.145.26:443 

Contro I Port 9151 

Contro I PortWriteToFi le . ./. VContents/Resources/Data/Tor/port_.conf_ 

[■■■it-.-ihu"-" !■■:■»■- ... ..-':■-■:■.* ffit r. F.f :■:■! i;-: ■:-: . [■■if -i .1 :r 

DirRegStatistics^ 

GeoIPFi le . ./. ./Contents/Resources/Data/Tor/geoip 

HashedContro LPassword 16:2F7BEE4EE53334DS60DS33BB26A193B33EA3A25FCBCE0F2301SB7[)0B19 

Log notice stdout 

SocksListenAddress 127.0.0.1 

SocksPort 9159 

UseBridges 1 
StrictNodes 1 

ExcludeNodes {IL} 
ExcludeExitNodes {U5},{DE> 

CircuitBui LdTimeout 120 



ijLujl\ ajub jJt ^iX^JI JjH ^jLiJj # jfi J. 



* -&iL^iu uju #2 



JjAiLil 



4ijLiJI JjJ*j 



#2 






15-05-2012 


7,576 :cA£jUuJI 




j 






A^Sa 








\4 setting jj o^ & V &* *■* 








torrc J* ^-&u (jm Jj 








(J^tA /jj^la 






torrc <-&• ls* *j& 


?t$i£ jjSJl S&£> jtuui &a A1a\£ Aljl tila. ££ai JA :<j- 


'f* 5 ^ 
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:Jj* 



ExcludeNodes {IL} 



Jjiil n^AjA Alualiij Jxj U Jaj ' fLwaj LJUiJ Jla ^jii 4jjJ til* CJ-Jjl \ jjj 



:Jj* 



ExcludeNodes {IL},{DE} 



. Jjiij >j <> V^j 4-Lx* SjSc- ^1 £^2aj dILaj J) 







:Jj* 



Excl udeExi t Nodes {US} 



ExcludeExitNodes j ExcludeNodes && Jj-^ ^ :u- 
.^jji ji ia^j ji AjU s& cJiii ^ij-yj t$J* jjiii s& jUu> <> a\Sjj cilaj ExcludeNodes :£ 

jaia jj^ ^jjijj sfc jLola i> a\Sjj tilaJ g^i ExcludeExitNodes^i 

torrc ^&» ^ ^ ^ ^ ^ ^ ^ j >^ A^vj lM^ ^j-J £^j ^> ^J J^a ^ : £ 



:Jj* 



EntryWodes fJPi 



.^>ij AJjJ 0^ iLati OJ^ ^ JjSfl Jj*ll <^£ US Jjiil AiUa) d^jj 



:J»* 



StrictNodes 1 
EntryNodes {JP} 



JjiJl JJA ( flj<^n ^1« Uuijj Sj^P qa Uib £"J^J JJ^ li*-^ '"^ftj 'f*J I? 



:^ 
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ExitNodes {RU} 



Jj£J! £^aj tu-jj (> UjU £jj^l J& jjiil jU^Vj 



:*»* 



StrictNodes 1 
ExitNodes {RU} 



Actual) J!j*SM (> J J* ^1 £^J J^ j 

torrc ^» -^aj j djj£ uL^aj fj <> j 



e n o 



torrt 



Edited -r 



# This file was generated by Tor; if you edit it, conments will not be preserved 

# The old torrc file was renamed to torre.arig.i or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 85. 178. S3. 34: 9001 

Bridge 74. Ill, 192, 136:9301 

Bridge 174. 61. 145 ,26! 443 

Contra I Port 915 1| 

Contra I Par tWr t teToF 1 1 & . ,/ . , /Contsnt£/Pesources/&at^or/port,conf_ 

DataDl rectory . ./ . ./Contents/Resources/fato/Tor 

GsoiPFHe \ .7**.7contents/Bssources/Doto/Tor/geolp 

HashedContro I Password 16 f 2f.7BS£45SS }^t^^B^Ut^^BU^j^^EBf^BlBB7^B19 

Log noticft st.dnut. 
SocksListenAddress 127.6,0.1 
SocksPort 9158 



UseBrtdges 1 
Cut 

( l"H } id 



Paste 



Font O 

Spelling and Grammar 
Substitutions 
Transformations 
Speech 






r\ ;-_,*; _. 



© o o 



torrc 



Edited 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc. qrig.l or similar, and Tor will ignore it 

AvoidDiskWrites 1 

Bridge 85.170.53.34:9081 

Br i dge 74 . Ill . 192 . 186 : 9001 

Bridge 174.61.145.26:443 

Control Port 915 1| 

ControlPortWriteToFi le . ./. ./Contents/Resources/Data/Tor/port.conf 

DataD i rectory . . / . . /Contents/Resources/Data/ Tor 

DirRegStaUstics^ 

Geo I PF i I e . . / . . /Contents/Resources/Data/Tor/geo i p 

HashedContr o I Password 16 : ^J^^5S^^^^6d^3^^M9^^^M:&^^W^^WMS 

Log notice stdout 

SocksListenAddress 127.0.0.1 

SocksPort 9150 

UseBridaes 1 



StrictNodes 1 
ExitNodes {RU>| 
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n o ^ 



: torrc 



Locked t 



# This fi 

# The old 

AvoidDisk 

ControlPo 
ControlPo 
DataDirec 
DirRegSta 
Ge'oIPFiWJ 



The file "torrc" is in the "Downloads" foider 
which is not intended for editing. 

Your changes will be automatically saved if you unlock, or 
you can make a duplicate to work from. 



ick 



Cancel 



Duplicate 



HashedContro [Password 16 :2F7B5E45553334D860D838BB26A198B38EA3A25FCBK 

Log notice stdout 

SocksL i sten Address 127.8.0.1 

SocksPort 9150 

UseBridges 1 



SL^i juiov start tor fi stop tor jjtft fi*z ^ji <> ±lx fi 



e o o 



j Vidaiia Control Panel 



Status 




Vidaiia Shortcuts 





top Tor 



View the Network 



Setup Relaying 



JL 



Use a New Identity 



B_, Bandwidth Graph Help ^P About 

[j|] Message Log j£^ Settings rlf Exit 



£§ Show this window on startup 



Make subsequent connections appear new 



Hide 



e o o 



m Vidaiia Control Panel 



Status 



* 



Tor is not running 



Vidaiia Shortcuts 



©, 




Aft Tor 



Setup Relaying 



View the Network 



± 



Use a New Identity 



B. Bandwidth Graph _* Help O About 

L||J Message Log /^Settings ^jExit 



M Show this window on startup 



View log message history 



Hide 
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8 O O 



t Vadaiia Control Panel 



Status 



k\ Connected to the Tor network! 



Vtdalia Shortcuts 



® 
9 



Stop Tor 



View the Network 



X 



Setup Relating 
Use a New Identity 



I, Bandwidth Graph ^ Help %p About 

Xj Settings M Exit 



=J Message Log 



H Show this window on startup 



Make subsequent connections appear new 



Hide 



A 



.aaUJi ^ i^±x j^-uu <j. torrc tiu >T ^ ajll-ii jijsvi ^j J-^ iiAi^^ 



^■jUaJ! ^i^iii ^^jjjllij JjI^aj ; A*j!jJ! Ai^j^l 



O^jjjliil JL\ *jJlfaJl Cittfr&tt IJAAS iajljjil AiLiaj 

^LyjVi £j^ k+& >^t Jfljijii 

https://www.shamikh1 .info/vb 
https://196.40.46.234/~shamikh/vb 



AS+51L i+c\*l\ CJliwj^ JJU j 



jiuLJl jJUJI Juljil jJSUaJI JajljJl jiuUJl ij-^jJI iuljll j^Sjil Juljil jjiI Uijci VSLutfl r>*i 4£j*i iuljj 



Aj^^VI f l^iil lSa& jLJ**l\ LjIjII 
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https://www.alfidaa.org/vb 
/https://www.alfidaa.biz/vb 
/https://1 24.21 7.239.1 1 0/vb 



^Luilb 4-^aLaJ! LJliwjdH JsLl j 




liajJI 5ijlaJI GUjUiaJI 



iiii-i -it. 






t 



1 jLiaijij 
/https://1 12.137. 166.232/~fa/vb 

/https://www.alfidaa.org/vb 

'https://www.alfidaa.biz/vb 



Jlii" 



IsjoJI 






/http://1 12.137. 166.232/~fa/vb ^ 

/^l^ ^ ^liil ^ /http://www.alfidaa Jnfo/vb - 
/http :-www. a I -fi tl a a. co in/vb 

E1H q*riLuM 



(( ! !. .L_oy_tl jini-i-i-fl-i I I9_i_fl.il . . ugj^jLioJI i_j L_._-iJ I Lgjl )) 
jxqJ-£. qJJI £>3 ., /xAjr^j 9 p^L&^alg 

//^>oJI jIjuoV' fL^jjJI sJuajo i*iU>1 ^jiJ3 ,jlt UI>juAJ 6>jlI //lj^JI 

// ^jbdl 

lSJJI JLb^JI g />\LtUI ><_^j M^^ L^ 1 L^Le^o &9>i --Sj-^i v^ <i+^bjx>. 

[ ^j&-=JJ 6gtAJI ] L£_j I^SjLli 

.../xLjujI fl_j.c_.JjJI JL_l^jI 



ij-cLflll o-^Ai l -A^ ( 11/9 ^j-i-uLu&j ^_L_-_il ^_uolji ) /*jJ-__II _jr*j&JI 

L-Oj-qI _>__- _L_J-?-'l 



.l^iJJj-j Lflljj-iJI i5j g Jj^^ilLjuj £_JI _ugL //,j-^igj--JI p\ ^LJiuLc Luol 



l&J-G "-9j^ y Llo A-vlj. /^ ^.0^1 ja^j i^j jiLsJI £j-^JI Lij-JLo slji_; 

!!! LL__ 



£j_At^-_l jL___i l&i&l jiAA\ J_jIj_! 



https://as-ansar.com/vb 
https://as-ansar.org/vb 
https://113.20.29.51/vb 



4_u*__b 4^_aL__l C_LLaj._I ^US j 









'_■.■■'- .II jl_^l :i^^i,_LLilj J 




■M-JJ -j-W*^ lS-"^! 


_-JLJ!*-l ^Jolajl 


fo 


https://113.20.29.51/vb 

Imps:: .■' as-a usa r. co m/vb 
https:/.-' as-a nsa r. o rg/vb 


http:7l13.20.29.51/vb 

as-aiisar.com/vb 
as-ansar.org/vb 



i__i_ 



*-> j 



v 
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TorBrowser | 


View History 


Bookmarks Tools Wir 


About TorBrowser 








tor browser bundle 




Preference^/ S, 


|ain - jj... 


\\-r^ 


A^ 







Services \ 



* shamikhl. info fvb/showth read. php?t= 12682! 



Hide TorBrowser SH 
Hide Others TSH 

Show All 



^£ jjjJJ j*r ^n'tl [Jjj£3J_ 



Mu 
Pi 



Quit TorBrowser SQ 



; mi i. .i ii ,- *ti 



e o o 



General 







General 



] -^ BiJ O : "' t^3 ^ 

Tabs Content Applications Privacy Security Sync Ad 1 




Startup 



When TorBrowser starts: | Show my home page 



i Don't load tabs until selected 



Home Page: https:// check. torpro)ect 1 org/?lang=en-US&small=l&uptodate^l 



Use Current Page | | Use Bookmark... | I Restore to Default 



Downloads 



Show the Downloads wi ndow when down load ing a file 

J Close it when all downloads are finished 

O^ave files to | Downloads 

©Always ask me where to save files 

Add-ons 



Choose. 



Change preferences for your add-ons 



Manage Add-ons. 
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800 



Advanced 



n 



'_i r 



Till 



F 



General Tabs Content Applications Privacy Security Sync Advanced 




General i Network Update Encry'rr^ii 



Accessibility 



J Always use the cursor keys to navigate within pages 
l_l Search for text when I start typing 
J Warn me when websites try to redirect or reload the page 

Browsing 

1^1 Use autoscrolling 

l_l Use smooth scrolling 

MUse hardware acceleration when available 

2f Check my spelling as I type 

System Defaults 



.—.Always check to see if TorBrowser is the default browser on 
startup 

l_| Submit performance data 



Check Now 



i 



e o o 



Certificate Manager 



Vour Certificates People Sc;ry:rs Authorities Others 



You have certificates or file that identify these certificate authorities: 



Certificate Name 


Security Device 


m 


▼ (0 2005 TURKTRUST Bilgi lletisim ve Silisim C. 
TfJRKTRUST Elektronik Sertififca Hizmet Sa... 


Builtin Object Token 




* 

T 


T A-Trust Ces. f. Sicherheitssysteme im elektr. ... 


A-Trust-nQjjal-03 
▼ AC Camerfirma S.A. 


Builtin Object Token 


Chambers of Commerce Root - 200S 


Buifcin Object Token 


Global Chambersign Root - 200S 


Buiftin Object Token 


▼ AC Camerfirma SA CIF AB2743287 


...,._ - , .. 



View 



Edit Trust. 



Import.. 



Export. 



Delete or Distrust.. 



OK 



Certificate Manager 






























1 










r ou have certificates on file that identify these servers: 










Certificate Name Server Li re time 


Expires On IES 




▼ DigiNotar 




C 

A 


DigiNotar Cyber CA Permanent 


04/10/2011 


DigiNotar Cyber CA Permanent 
DigilMotar Root CA Permanent 
DigiNotar Services 10... * Permanent 


20/09/2013 
31/03/2025 


26/08/2013 


▼ DigiNotar B,V. 

DigiNotar PKIoverheid... * Permanent 


23/03/2020 


DigiNotar PKIoverheid... * Permanent 


27/07/2015 












View... | Edit Trust... Import... Export... 


Delete... | Add-fe/jleptiori.. 


1 




a 








■—' 








OK 






* 










.. 
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Certificate Manager 



You are about to override howTorBrowser identifies this site, 

Legitimate barks, stores, and other public sites will not ask you to do this. 



Server 



, 



Location: https:// 
Certificate Statu J 



Get Certificate 



V'CW 



U& Ja^jlji \*Jel 



■ Permanently stare this exception 





| Confirm Security Exception Cancel 





You are about to override howTorBrowser identifies this site. 

Legitimate banks, stores, and other public sites will not ask you to do this. 



Server 



Location: https:'/ 



Undo 



Certificate Statu 



Get Certificate 



Copy . 

DeletQ^ 
Select All 



View... 



J 



|_| Permanently store this exception 





Confirm Security Exception Cancel 
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You are about to override howTorBrowser identifies this site. 

Legitimate banks, stores, and other public sites will not ask you to do this. 



Server 
Location: 



https://www_5.hamikhl.infa./vb 



Get 



Certificate Status 



cate 



View... 



J Permanently store this exception 



Confirm Security Exception 



Cancel 



You are about to override howTorBrowser identifies this site. 

Legitimate banks, stores, and other public sites will not ask you to do this. 



Server 
Location: [https://www.shamikhl.info/vbl 



, — 



| Get Certificate | 



Certificate Status 



View... 



This site attempts to identify itself with invalid information. 

Wrong Site 

Certificate belongs to a different site, which could indicate an identity theft. 
Unknown Identity 

Certificate is not trusted, because it hasn't been verified by a recognized authority. 



@ Permanently store this exception 




Confirm SecL'iTjW Exception 



Cancel 



6 O O 



Certificate Manager 



| Your Certificates People Servers Authorities Others 



You have certificates on file that identify these servers: 



Certificate Name 
T (Unknown) 



Server 



Lifetime 



Expires On 



(Not5tored) 



www.shamikril.inf... Permanent 



DigiNotar 

DigiNotar Cyber CA 
DigiNotar Cyber CA 
DigiNotar Root CA 
DigiNotar Services 10... 

DigiNotar B.V. 



Permanent 
Permanent 
Permanent 
Permanent 



04/10/2011 
20/09/2013 
31/03/2025 
26/08/2013 



5 



View... 



Import... 



| Add Exception... | 



OK j 



ifljljjil AJAJ £4 J*Aj J 
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^ o 



Certificate Manager 

: 



j Your Certificates People Servers Authorities Others 



You have certificates on fiie that identify these servers: 



Certificate Name 



Server 



Lifetime 



Expires On 



(Unknown) 



(Not Stored) 
flDMODO CA Limited 

alfidaa.info 

www.js-jnsar.org 
DigiNotar 

DigiNotar Cyber CA 

DigiNotar Cyber CA 



www.shjmikhl.inf... Permanent 

www.alfidaa,Qrg:443 Permanent 
as-ansar.com:443 Permanent 



30/03/2013 
28/07/2012 



m 





Permanent 
Permanent 



04/10/2011 
20/09/2013 



view... 



Edit Trust../! Import... 

%4i tyjji ^*U 



| Add Exception.. 



OK 



cjUjjjjJt {f. d^A\ ; ^uLAikii Al^j^ii 



ClLJAj J t— uSl I Ml Cll^JjJjil <j£- '*'•*■ A) 



cjUjjjJi hiz : ^uijiu^j a±*.ja1\ 



jj^l ^ IS& JaL\ jA &ljA\ 



/(_£jlg_^. l$SHa) AjjI^JjI <g_^.jl! j A£jjJaj| J^li. Igj ^aJjoi ^Jill ^*J! //gic- 4_ajIjlaj! 6^A <_£jiaJJ 
...jjjll a£±joi CIiIjIjJJ JL^sjVI CllVjl^-o <Jal^>-o 4jl£-alj 4_&1 <LajLcail ^ j'<^ a aAjsla 



jlSjaS) lift Aixuitjj 



:Jj* 



http : //software77 . net/geo-ip/multi-lookup/ 
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Here are your bridge relays: 

bridge 82.241.248.241:9001 
bridge 50.51.21.198:443 
bridge 95.74.198.151:443 

Bridge relays (or ''bridges 1 ' for short) are Tor relays that aren't listed in the 
connections to all the known Tor relays, they probably won't be able to blc 



72.65.236.2:443 

bridge 204 . 62 . 15. 145 s 9QD1 
bridge B5 . 170 .53 . 34 s 9001 



Bridge relays (or "bridge? 
is filtering connections to 




n director 
1e to block 



[SP blocks 



Search Startpage for "bridge 72.65.23. .." 
To use die above lines, gc Vjew Selection Source 
one at a time . 

Inspect Element 
Configuring more than or S NoScript ► ire stable, i 



Enter Up to 2000 or IP Addresses or 150000 Bytes. Multiple IPs per line allowed in xx.xx.xx.xx form 




Order Results by: 



• Check Spelling 
Languages ► 

Inspect Element 
& NoScript ► 



A 



■ 99.99 
Unmi 
RAID 

■ Over 

■ Afforc 

■ No QV 

■ Linux 

■ Esper 



More lr 



More lr 



IP only 



Lookup | 

Back To IP To Country Main page 



Ervtcr Up to 2000 or IP Addresses or 150000 Bytes. Multiple IPs per line allowed in xx.xx.xx 



bridge JlU .ftl.l i. N.i : WHI I 
hridu* a*J7O.5.iJ-l:«l0l 



Order Results by: 



Country 




IP only 



him Jj.il! ^UJjjj c> f UiluiV) {XSju 6^ 

I ma i 4J$ a Lua &^a Hj >al - 
LuUii . 
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Aajjxil Jj.il! - 



^ l-lkiu^U UjUJjj^j AiUaj ; Axjlmil Al*j*l\ 



ijAUA torrc ud* <^ <^Au^ ^^1 fS,j 



: J j* 



Jbridge 125 . 32 . 87. 65 : 9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 



dl£i* CjIaJjjjI) a JA 
torrC <-&• <^ ^^ J t ^"in f jSi 



eoo 



, torrc 



Edited 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrerfgljulor similar, and Tor will ignore it 

AvoidDiskWrites 1 
UseBridges 1 
ControlPort915l| 

Contro IPortWr iteToFi le . ./ . ./Contents/Resources/Data/Jor/porJUconf^ 
DataDirectory . ./ . ./Contents/Resources/Data/Tor 
DirReqStatistics 

GeoIPFi le . ./ . ./Contents/Resources/Data/Tor/tjeoip 

HashedContro I Password iSi 2n^i^^2^D^Sm&^B&Z^l^ ^^(^^^Ed^^£^b^3 
Log notice stdout 
SocksListenAddress 127.0.0.1 
SocksPort 9150 




Font 

Spelling and Grammar 

Substitutions 

Transformations 

Speech 

Writing Direction 

I avniJt Orientation 



► 
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BOO J torrc Edited t 


# This file was generated by Tor 

# The old torrc file was renamed 

AvoidDiskWrites 1 
UseBridges 1 
ControlPort 915l| 
ControlPortWriteToFi le ../../Con 
DataDirectory . ./ . ./Contents/Res 
DirReaStati sties 


; if you edit it, comments will not be preserved 
to torrc. orig.l or similar, and Tor will ignore it 

tents/Resources/Data/Tor/port . conf 
ources/Data/Tor 

es/Data/Tor/aeo i p 
5553334D860D838BB26A198B38EA3A25FCBCE0F28018B7D0B19 




GeoIPFile . ./. ./Contents/Resourc 
HashedControlPassword 16:2F7B5E4 




Log notice stdout 
SocksListenAddress 127.0.0.1 
SocksPort oiifl 






bridge 125.32.37.65:9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 












. 




A 



Edit Format Window Help 



New 
Open... 
Open Recent 



Close All 



SN 
3SO 
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torrc 



Edited i 



OSA 

XSP 

OSP 
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# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc. orig.l or similar, and Tor will ignore it 

| AvoidDiskWrites 1 
UseBridges 1 
ControlPort 9151| 

I ControlPortWriteToFi Le . ./. ./Contents/Resources/Data/Jor/port_.con£ 
DataDirectory . ./ . ./Contents/Resources/Data/Tor 
DirReqStatistics 

GeoIPFi le . ./. ./Contents/Resources/Data/Tor/geoip 

HashedContro I Password 16 : 2F7B5E4SSS3334D86BD838BB26A198B38EA3A2SFCBCEBF28B18B7DaB19 
Log notice stdout 
SocksListenAddress 127. a. a. 1 
SocksPort 9150 
bridge 12S.32.87.6S:9Bai 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9Baa 






e o o 



2 torrc 



Edited 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc .ong_. T l_ or similar, and Tor will ignore it 

AvoidDiskWrites 1 

UseBridges 1 

ControlPort 915l| 

Contro IPortWriteToFi le . ./ . ./Contents/Resources/Data/Tor/port_.conf_ 

DataDirectory . ./. ./Contents/Resources/Data/Tor 

DirReqStatistics 

GeoIPFi le . ./. ./Contents/Resources/Data/Tor/aeoip 

HashedContro I Password 16 : 2F7B5E45553334p860D838BK6A198B3^E 

Log notice stdout 

SocksListenAddress 127.0.0.1 

SocksPort am 



bridge 125.32.87.65:9001 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9000 



31 of 43 



26/6/2013 08:11 



Tor Browser Explaination on Mac Os Leon 10.7 



https://shamikhl.info/vb/showthread.php?t=161735 



Edit Format Window Help 



New 

Open... 
Open Recent 

Close All 

Duplicate 
Export As PDF... 

Revert to Saved 

Attach Files... 
Show Properties 

Page Setup... 

Print.. 



SN 

3SO 

► 



Vidalid 



" 



- 



- 



ttSA 

TSSP 

OSP 
SP 




e o o 



j torrc 



Edited ■ 



# This file was generated by Tor; if you edit it, comments will not be preserved 

# The old torrc file was renamed to torrc. orig.l or similar, and Tor will ignore it 

AvoidDiskWrites 1 
UseBridges 1 
Control Port Si5l| 

ControlPortWriteToFi Le . ./. ./Contents/Resources/Data/Tor/port_.conf_ 
DataDirectory . ./ . ./Contents/Resources/Data/Tor 
DirReqStatistics 

GeoIPFi le . ./. ./Contents/Resources/Data/Tor/aeoip 

HashedContro I Password 16 : 2F7BSE4SSS3334D86BD838BB26A198B38EA3A2SFCBCE0F28018B7DaB19 
Log notice stdout 
SocksListenAddre'ss 127. a. a. 1 
SocksPort 9158 
bridge 125.32.87.6E:90B1 
bridge 25.36.47.124:443 
bridge 98.25.36.187:9Baa 
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